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Abstract—In this paper, we investigate the secrecy performance
of a downlink land mobile satellite (LMS) system, where a
satellite transmits signal to a legitimate user in the presence
of an eavesdropper at the ground. Herein, we consider that co-
channel interference signals are present at the user destination
node. By leveraging the statistics of underlying Shadowed-Rician
fading channels for satellite links and Nakagami-m fading for
interfering terrestrial links, we derive an accurate expression
for secrecy outage probability (SOP) of the considered LMS
system. To gain more insights, we derive an asymptotic expression
for SOP at high signal-to-noise ratio regime and illustrate that
system can attain a unity diversity order even under the influence
of interferers. Subsequently, we also deduce the expression for
probability of non-zero secrecy capacity. The analytical results
are validated through Monte-Carlo simulations and utilized to
reveal the impact of various key channel/system parameters in
understanding the physical layer security aspects of LMS system.

Index Terms—Physical layer security, land mobile satellite sys-
tems, co-channel interference, Shadowed-Rician fading, secrecy
outage probability.

I. INTRODUCTION

Land mobile satellite (LMS) systems are becoming more
prevalent in the era of fifth-generation (5G) communications
owing to their promising attributes such as broad coverage,
navigation, high speed data transmission and inherent
multicasting/broadcasting capabilities [1]. In LMS systems,
satellite broadcasts signals to serve terrestrial mobile users
over a wide area with low cost. The quality of service
provided by such LMS systems firmly depends on the
broadcasting link between the satellite and the mobile user
[2]. Due to inherent broadcasting nature, satellite transmission
systems are more vulnerable to suffer from eavesdropper’s
attacks, such as wiretapping. Therefore, security in LMS
systems are becoming a more critical issue. Traditionally,
security in satellite communication systems has been ensured
by cryptography at upper layers [3], [4]. However, differing
from traditional cryptographic techniques, the idea of physical
layer security (PLS) has initially been proposed by Wyner
[5], which exploits the characteristics of fading channels to
improve the security performance. Basically, PLS depends
on an information-theoretic metric defined as secrecy rate or
secrecy capacity. Under this context, few recent works have
analyzed the PLS of satellite networks [6]-[11], and these are
briefly discussed next.
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In [6], authors have introduced PLS technique in satellite
communication, where individual secrecy rate constraint was
used as key metric to ensure the security. Later in [7],
the secrecy performance of satellite communication networks
was analyzed for different cases of Shadowed-Rician fading
channel. Furthermore, PLS of satellite communication systems
has been investigated in [8] and [9] under rain fading channel
model. Specifically, the authors in [8] have examined the se-
crecy performance for satellite networks under rain attenuated
environment conditions. While in [9], it was demonstrated that
the security could be achieved in multibeam satellite systems
through transmit beamforming optimization under rain fad-
ing channel. Moreover, authors in [10] have studied secrecy
performance of a multi-relay satellite communication system.
Authors in [11] have studied the PLS of a cognitive satellite
network considering spectrum sharing technique. Although
the above-mentioned literature laid a significant research for
secrecy of satellite networks, very few works have investigated
the secrecy performance of LMS systems [12], [13]. To be
specific, in [12], the probability of secrecy outage and positive
secrecy capacity have been obtained for LMS communication
systems. Likewise in [13], authors have investigated the aver-
age secrecy capacity of LMS systems by considering multi-
antenna terrestrial nodes. However, as far as the authors are
aware, the impact of multiple terrestrial interferers on secrecy
performance of LMS systems has not been investigated so far.
In fact, a terrestrial user may exist in the intensive environment
which causes co-channel interference (CCI) and thus affect
communication system’s performance adversely [14]-[16]. The
terrestrial destination may get affected by CCI from other sets
of users and/or earth stations existing nearby. Hence, it is
important to analyze the impact of co-channel interferers on
LMS systems for their potential deployment in 5G or beyond
wireless networks [17].

With above motivation, in this paper, we study the secrecy
performance of a LMS system in the presence of an eaves-
dropper, where the terrestrial user is inflicted by CCI. We
derive a novel and accurate expression for secrecy outage
probability (SOP) considering Shadowed-Rician fading chan-
nels for satellite links and Nakagami-m fading for terrestrial
interference links. Note that the Shadowed-Rician channel
model [1], [20] characterizes accurately the LMS communica-
tion channel, where a random line-of-sight (LOS) component
follows Nakagami-m distribution with 0 < m < oo, while
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Fig. 1. LMS system model.

the multipath component follows the Rician fading. In the
sequel, we study the diversity order of the considered system
by computing the asymptotic SOP expression at high signal-
to-noise ratio (SNR) regime. In addition, we also derive the
expression for probability of non-negative secrecy capacity.
Finally, analytical and simulation results are presented to
corroborate our analysis and to reveal useful insights for
secrecy performance of LMS systems.

II. LMS SYSTEM DESCRIPTION

A. System Model

As shown in Fig. 1, we consider a downlink LMS system
consisting of a satellite source S, a destination D, and an
eavesdropper E. All nodes are equipped with a single antenna.
The destination node is inflicted by M interferers {I,}M,.
The S — D link and S — F link are referred as main link
and the wiretap link, respectively. Herein, we consider that
both links experience the independent but non-identically dis-
tributed (i.ni.d.) Shadowed-Rician fading and they are inflicted
by additive white Gaussian noise (AWGN) with zero mean and
variance 032, for j € {d, e}. Hereafter, we use subscript s for
source node S, and subscripts d and e for receiving nodes D
and FE, respectively.

Satellite S transmits its signal z, satisfying E[|z4]?] = 1, to
destination D, where E[-] represents the expectation operator.
The received signal at D can be thus given by

M
va =\ Pehsars + Y /Phuw, + na, (1)

where P; is the transmit power laﬁlsource S, hgq is the channel
coefficient for S — D link, and ng represents AWGN at
destination D. Herein, P, is the power of the interferer I,, h,
is the channel coefficient between «th interferer and D, and z,
is the transmitted signal (with unit energy) from sth interferer.
Meanwhile, eavesdropper FE tries to overhear the transmitted
signal from S. Thus, the received signal at £ can be written
as
Ye = \/Fshsexs + Ne, (2)
where h, is the channel coefficient between .S and E, and n.
is the AWGN variable at F.

From (1), the instantaneous signal-to-interference-plus-
noise ratio at destination DD can be given as yp =

M .
= palhaals v = SN w2, with pg = 2
%. Similarly from (2), the instantaneous SNR at
d

eavesdropper E can be written as vz = pelhse]? £ Yses
where p, = %. As such, we can define instantaneous capacity
of the main channel (for destination) and of the wiretap
channel (for eavesdropper) by Cp = 1log,(1 + vp) and
Cg = 31og,(1 + vE), respectively. Thereby, the achievable
secrecy capacity of the considered LMS system is given by
the non-negative difference between the capacity of the main
channel and the wiretap channel [18] as

Csec = [CD - CE]+7 (3)
where [2]T £ max(z,0). As the CSI of eavesdropper’s chan-
nel is available with satellite [13], it can transmit confidential
signals at a rate of Cy. to ensure perfect secrecy of the
considered LMS system.

where g4

and 1, =

B. Channel Model

In this subsection, we illustrate the statistical characteriza-
tion for the derivation of involved probability density function
(PDF) and cumulative distribution function (CDF). As both
the links (i.e., S — D and S — E) follow independent
Shadowed-Rician fading distribution, the PDF of the squared
amplitude of the channel coefficient h,; between satellite .S
and corresponding terrestrial node (i.e., destination D and
eavesdropper E), for j € {d, e}, is given by [1], [19]

f|hSJ|2($) = Q5 Ciﬁ’m 1F1 (mj; 1;(5]'.%') , T > 07 (4)
where oy = (2b,m3/(2bjmj + Qj))mj /ij, Bj = 1/2b7, and
0; = Q;/(2b;(2b;m; + §;)) with Q; and 2b; be the average
power of LOS and multipath components, respectively, m; is
the fading severity parameter, and 1F(+;+;) is the confluent
hypergeometric function of the first kind [25, eq. 9.210.1].
Since integer-valued fading parameter model is widely adopted
in the literature [10], [20], we consider only the integer values
of the fading severity parameters of the satellite links. In fact,
the hypergeometric function can be represented via Kummer’s
transform [21] as ,

S~ (a —b)la™
\F (a;b;7) = e X_; @b n)l(D),” ®)
where (+),, is the Pochhammer symbol [25, p. xliii]. Thereby,
for integer m;, we can simplify 1F (m;;1;0;2) in (4) using
(5) to represent the PDF fi;, 2(z) as [10]
m;—1

finy2(@) =05 > hj(r)are Fimo9)r, ©)

~k=0
where ;(k) = (=1)"(1 — m;).05/(x!)*. The PDF of
~Vsd = pd|hsal? can be thus derived, by simply applying the
transformation of variable, as

mdfl
K _(Pa=%a),
froa(®) = aa Z (Zj)(nzla:”e ( rd ) . )
Similarly, the PDF of 7., can be given as
me—1
el r —(Be=be )y
f%e(ﬂc):ae Z (jf )(leac e (222) . )
r=0 €



By integrating the PDF in (7) with the aid of [25, eq. 3.351.2],
we can obtain the CDF of v, as
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Now, we present the statistical characterization of terrestrial
CCI links. As mentioned earlier, the interferer-destination
links are assumed to undergo Nakagami-m fading. Hence, the
derivation of exact PDF of ~; is very complicated since it in-
volves the sum of i.ni.d. Gamma random variables. Therefore,
we use a highly accurate approximation method as proposed in
[22] and [23], by which the PDF of «; can be given effectively
to that of a single Gamma random variable as

mr , mr—1 my
mr y
f’YI(y) (Q) € Qlya
I

(10)

I'(my)
where the parameters m; and ); are calculated from moment-
based estimators. Hereby, we define & = Zf‘il |h,|2. We
assume no power control is used i.e., P, = Pr or n, = ny,

for « = 1,..., M. Then, we have ; = n;E[®] with E[D] =
M _ (E[®])? .
Yooy S and my = B[S (B[] For this, the exact moments

of ® can be obtained in terms of the individual moments of
the summands as

o= 3 30 3 () () ()
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where

e - L) (22

I'(m,) m, (12)

III. SECRECY PERFORMANCE ANALYSIS

In this section, we first derive the SOP expression of the
considered LMS system and then examine the achievable
diversity order through asymptotic behavior of the SOP ex-
pression. Subsequently, we also analyze the probability of
positive secrecy capacity.

A. Secrecy Outage Probability

The secrecy outage event is said to occur when the secrecy
capacity falls below a predefined secrecy rate R. Thus, the
SOP of the considered LMS system can be formulated as

7)sec =Pr [Csec < Rs] . (13)
On inserting Cy. from (3) in (13), Ps. can be further
represented as

1+
Puec = Pr [1 o< %} , (14)
where 7, = 27, Thus, we can write SOP as
Poec = F,, (zrys +7vs — 1) fr (2)de. (15)

0
To solve the integral in (15), we first require CDF of ~vp.
Under the interference-limited scenario, vp can be simplified
to yp ~ 24, and hence, F,, () can be given as

Frpla) = / E,.(zy) fyr (u)dy. (16)

On invoking (9) and (10) in (16), we can calculate F,,
with the help of [25 eq 3.351.3], Which is given as

(z)
_ —(k+1-p)
Ep(z) =1~ aq Z Z}j)(fﬂ Z (ﬁd 6d>
k=0
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Finally, by substituting (17) and (8) into (15), performing the
simplification using the identity of Meijer’s G-function [25,
eq. 9.3] as

1 —k
1 —k = 701 ! 18
and then solving the integration with the aid of [25, eq.
7.813.1], we obtain SOP as given in (19), shown at the top of

Ba—0a (’Ys _ 1) + T(%I

the next page, where x4 = o

B. Asymptotic Analysis

To examine the diversity order of system, we perform an
asymptotic analysis of SOP at high SNR regime (i.e., assuming
pa — 00). Thus, to evaluate (15), we require the asymptotic
expression of F,, (x). For this, first we apply Maclaurin series
expansion as e~ * ~ 1 — z in (7) and use only initial term

since higher order terms tend to zero. Consequently, the PDF
in (7) at high SNR follows

Froa(@) = =% 4 o(a). (20)
and the corresponding CDF cag be obtained by integrating
(20) as

aq

—x 21

F,,(z) can be

"/ d(x) d
Further, invoking (21) and (10) in (16),
evaluated as Q\ T(my +1)
Q4T m
Fy, (z) ~ L mf) o (;m) . (22)
Now, inserting (22) and (8) in (15), and using [24, eq. (24)],
the asymptotic expression for SOP can be obtained as

me—1
1)+ yae Y velr)

22 (o)

Be - 66 ~(r+2)
==
x (r+1)! < . )

Remarks: Our asymptotic analysis of SOP reveals that the sys-
tem attains a diversity order of unity. Importantly, the diversity
order is not influenced by the fading severity parameters of
satellite links and the co-channel interferers.

Ps%oc = 791 |:(75 -

(23)

C. Existence of Non-zero Secrecy Capacity

Here, we calculate the probability for existence of non-
zero secrecy capacity. Non-zero secrecy event occurs when the
main (S — D) link is better than the eavesdropper (S — E)
link, which is given by

P(Csec > 0) =Pr[yp > vE|

=1- h Fp(x) fyp(x)da. 24)

After substituting (17) and (8)0int0 (24), the probability for
existence of non-zero secrecy capacity can be computed and



mg—1

—(k+1—p) mr p
Ba — 04 my 1 ( +mp)
—1—ay ( = (s = )P
QCC S
KZ() pd)r-c+1 Z QI F(mI) ; s
Me— —(g+r+1) Ba—94
X g Z we(r <5eée> G1,2 pd s —(q+ ),1—(p+m1) (19)
211 e —Oe
'r+1 Pe Be—0 Xd 0
TABLE 1
VALUES OF THE PARAMETERS ESTIMATED FOR THE 100
INTERFERING SIGNALS
No. of interferers 2 3 4 5
my 2.9697 | 5.4340 | 8.4317 | 11.9136 B
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(ﬁe =9 ) a™my Fig. 2. SOP performance versus pg for different shadowing scenarios.

In deriving (2 ), we have used the 1dent1ty of Meijer’s G-
function from (18) and [25, eq. 7.813.1].

IV. NUMERICAL AND SIMULATION RESULTS

In this section, we perform the numerical investigations to
highlight the secrecy performance of the considered LMS sys-
tem. For this, we assume that the S — D and S — F links fol-
low Shadowed-Rician fading and may experience heavy shad-
owing (HS) with parameters (m;,b;, ;) = (1,0.063,0.0007)
and average shadowing (AS) with parameters (m;,b;, ;) =
(5,0.251,0.279) [20]. Moreover, the channel parameters of
interference links are assigned as {m, }>_, = {1,2,2.5, 3, 3.5}
and {Q,}>, = {1,2.5,2.5,3.2,3.5}. For each set of mul-
tiple interfering signals, the required parameters in (10) are
computed and illustrated in Table I. To show the impact of
interferers on the secrecy performance, we consider M/ number
of interferers at destination node. We fix the interference power
nr = 1 dB throughout our analysis. Monte-Carlo simulation
results are also provided to validate our theoretical analysis.

Fig. 2 shows the SOP curves of considered system for
different shadowing scenarios of main (i.e., S — D) and
wiretap (i.e., S — E) links. Analytical and asymptotic curves
are plotted using (19) and (23), respectively, and they are found
to be well aligned at high SNR. Herein, we plot the SOP curves
for four possible different cases with two shadowing scenarios
(i.e., AS and HS). For this, we set secrecy rate Ry = 0.5,
pe = 2 dB, and number of interferers M = 2. Specifically,
we can observe that system gives better performance for the
case when S — D link experiences AS and S — FE link
experiences HS. On the other hand, system SOP performance
goes worsen when S — D and S — E links undergo HS
and AS, respectively. Moreover, it is apparent from slopes
of the curves that system attains diversity order of one.

More importantly, it is found that the diversity order remains
unaffected from fading severity parameters of the satellite
channels.

Fig. 3 illustrates the impact of multiple interferers on
system’s SOP performance. Herein, we set Ry = 0.5, p. = 2
dB, and we also consider that both the links (i.e., S — D
and S — FE) undergo HS. One can observe that the SOP
performance of the considered LMS system improves with
decreasing number of interferers at destination. For example,
better secrecy performance can be realized with less number
of interferers at destination as clear from the curves for M =1
as compared to M = 5. However, the system diversity order
remains unaffected from the number of co-channel interferers.

In Fig. 4, we depict the probability of non-zero secrecy
capacity for various values of p.. For this, we have fixed
Rs = 0.5 and M = 3. The curves are drawn using (25) by
considering that both main and wiretap links experience HS.
This figure highlights the effect of p. on secrecy performance.
As expected, the probability of non-zero secrecy capacity
increases with decrease in the eavesdropper’s average SNR
P and attains maximum value at high SNR which is reflected
clearly by the curves.

V. CONCLUSION

This paper has investigated the secrecy performance of a
downlink LMS system in the presence of CCI at terrestrial
user. We derived accurate and asymptotic SOP expressions for
the considered system. We characterized the system diversity
order and deduced that it remains unaffected by the fading
severity parameters of satellite links and the number of co-
channel interferers. Furthermore, we derived the expression
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for probability of non-zero secrecy capacity. Finally, numerical
results are provided to vindicate the analytical derivations

and

enlightened the impact of various key parameters on

secrecy performance of the considered LMS system. More-

over,

deployment of a multi-antenna satellite with multi-user

configuration could be a crucial study for future investigation.
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